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1.8

1-1 CVE-2018-19296 Object injection (& |
YR =
Nyior—y phpmailer/phpmailer
BAN—Y3Y v6.0.0

EEgZ)\N—Y3Y >=5.0.0,<5.2.27|>=6.0.0,<6.0.6
CVE CVE-2018-19296

7 KRINA Y PKSA-dn5d-4vy3-wsfy, GitHub: GHSA-7w4p-72j7-v7c2, FriendsOfPHP/security-advisories:
phpmailer/phpmailer/CVE-2018-19296.yaml

NG 2017-07-26

« https://github.com/PHPMailer/PHPMailer/releases/tag/v6.0.6
o https://www.cve.org/CVERecord?id=CVE-2018-19296
o https://github.com/advisories/GHSA-7w4p-72j7-v7c2
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https://github.com/PHPMailer/PHPMailer/releases/tag/v6.0.6
https://www.cve.org/CVERecord?id=CVE-2018-19296
https://github.com/advisories/GHSA-7w4p-72j7-v7c2
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1.5
1-2 CVE-2020-13625 Insufficient output escaping of attachment names [EJ
in PHPMailer

YRY =
Nyor—v phpmailer/phpmailer
BAN—Y3Y v6.0.0

EEYgZ/I\N—IgY <6.1.6

CVE CVE-2020-13625
7 RIN1 Y PKSA-8sw7-9x88-c8bx, GitHub: GHSA-f7hx-fgxw-rvvj
~FA 2020-05-27

. https://github.com/advisories/GHSA-f7hx-foxw-rvvj
o https://www.cve.org/CVERecord?id=CVE-2020-13625
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https://github.com/advisories/GHSA-f7hx-fqxw-rvvj
https://www.cve.org/CVERecord?id=CVE-2020-13625
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1.5
1-3 CVE-2021-34551 RCE affecting Windows hosts via UNC paths to B
translation files

YRY =
Nyor—v phpmailer/phpmailer
BAN—Y3Y v6.0.0

BHEITZIN—I3Y <6.5.0
CVE CVE-2021-34551

7 RINA Y PKSA-35kn-2ddp-d3p4, GitHub: GHSA-7q44-r25x-wm4q, FriendsOfPHP/security-advisories:
phpmailer/phpmailer/CVE-2021-34551.yaml

NG| 2021-06-16

o https://github.com/PHPMailer/PHPMailer/releases/tag/v6.5.0
o https://www.cve.org/CVERecord?id=CVE-2021-34551
. https://github.com/advisories/GHSA-7g44-r25x-wm4q
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https://github.com/PHPMailer/PHPMailer/releases/tag/v6.5.0
https://www.cve.org/CVERecord?id=CVE-2021-34551
https://github.com/advisories/GHSA-7q44-r25x-wm4q
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1.5
1-4 CVE-2021-3603 Untrusted code may be run from an overridden B
address validator

YRY =
Nyor—v phpmailer/phpmailer
BAN—Y3Y v6.0.0

BHEITZIN—I3Y <6.5.0
CVE CVE-2021-3603

7 RINA Y PKSA-m8by-bb7v-7qt5, GitHub: GHSA-77mr-wc79-m8j3, FriendsOfPHP/security-advisories:
phpmailer/phpmailer/CVE-2021-3603.yaml

NG| 2021-06-16

o https://github.com/PHPMailer/PHPMailer/releases/tag/v6.5.0
« https://www.cve.org/CVERecord?id=CVE-2021-3603
« https://github.com/advisories/GHSA-77mr-wc79-m8j3
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https://github.com/PHPMailer/PHPMailer/releases/tag/v6.5.0
https://www.cve.org/CVERecord?id=CVE-2021-3603
https://github.com/advisories/GHSA-77mr-wc79-m8j3
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1.®
1-5 CVE-2020-15094 Prevent RCE when calling untrusted remote with  [EJ
CachingHttpClient

YR =
N r— symfony/http-kernel
BAN—Y3Y v4.4.0

EEFZIN—I 3  >=4.3.0,<4.4.0|>=4.4.0,<4.4.13|>=5.0.0,<5.1.0|>=5.1.0,<5.1.5
CVE CVE-2020-15094

7 KINA Y PKSA-8knv-7jsn-12w8, GitHub: GHSA-754h-5r27-7x3r, FriendsOfPHP/security-advisories:
symfony/http-kernel/CVE-2020-15094.yaml

NG| 2020-09-02

« https://symfony.com/cve-2020-15094
o https://www.cve.org/CVERecord?id=CVE-2020-15094
« https://github.com/advisories/GHSA-754h-5r27-7x3r
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https://symfony.com/cve-2020-15094
https://www.cve.org/CVERecord?id=CVE-2020-15094
https://github.com/advisories/GHSA-754h-5r27-7x3r
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2.5

2-1 CVE-2022-24894 Prevent storing cookie headers in HttpCache [ o |
Y2 oy
Nyor—o symfony/http-kernel
BAN-Y 3V v4.4.0

BEIZHI\N—I3Y >=2.0.0,<2.1.0|>=2.1.0,<2.2.0|>=2.2.0,<2.3.0|>=2.3.0,<2.4.0|>=2.4.0,<2.5.0|>=2.5.0,
<2.6.0|>=2.6.0,<2.7.0|>=2.7.0,<2.8.0|>=2.8.0,<3.0.0|>=3.0.0,<3.1.0|>=3.1.0,
<3.2.0|>=3.2.0,<3.3.0|>=3.3.0,<3.4.0|>=3.4.0,<4.0.0|>=4.0.0,<4.1.0|>=4.1.0,
<4.2.0|>=4.2.0,<4.3.0|>=4.3.0,<4.4.0|>=4.4.0,<4.4.50|>=5.0.0,<5.1.0|>=5.1.0,
<5.2.0|>=5.2.0,<5.3.0|>=5.3.0,<5.4.0|>=5.4.0,<5.4.20|>=6.0.0,<6.0.20|>=6.1.0,
<6.1.12|>=6.2.0,<6.2.6

CVE CVE-2022-24894

7 RIN1 5 PKSA-hr4y-jwk2-1yb9, GitHub: GHSA-h7vf-5wrv-9fhv, FriendsOfPHP/security-advisories:
symfony/http-kernel/CVE-2022-24894.yaml

NG| 2023-02-01

« https://symfony.com/cve-2022-24894
o https://www.cve.org/CVERecord?id=CVE-2022-24894
. https://github.com/advisories/GHSA-h7vf-5wrv-9fhv

8/ 10


https://symfony.com/cve-2022-24894
https://www.cve.org/CVERecord?id=CVE-2022-24894
https://github.com/advisories/GHSA-h7vf-5wrv-9fhv
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RN T Ui/ r—3

3-1 symfony/debug BRIET
Ny r—3 symfony/debug
KbbD/INyr— symfony/error-handler
v

COINYT—V@FAYTFYIAEINTWERW S, BEENREDIN> THBESNEEA.
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4 BE Uy r—Y
4-1 composer.lock @Iy r— —

o

N —I8 5
BEEDKEF 1
= 1

BEUR/Ny T —I & composerlock D/X\—23>T9, 7OV 1Y hD composer,json NERT % H DHEE.
FNESNERTZHDHEETT,

Ny r—y BAN—-Y3Y =R F1EVR N
phpmailer/phpmailer v6.0.0 rE - BiE LGPL-2.1-only fegs!E 4 #
phpunit/phpunit 9.6.0 BAF - B BSD-3-Clause -
pieceofcake2/cakephp v2.12.2 AL - [EEE MIT -
symfony/debug vd.4.44 R - MIT RFIRT
symfony/http-kernel v4.4.0 AE - R MIT MEs51E 2 14
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