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1-2 BERE(E, Y7L, £lld5E W\ Security.salt E 1P
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14 UUIZXNOETHEELEELI—PILAY K % | 1 (I
1-5 YT hDIED unserialize() ﬁ =
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No.  JL—JL YRy
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1.5

1-1 find() IEEHZSOFREDXFS B
JL—IL cakephp2-conditions-string
Y2y =

CWE CWE-89: Improper Neutralization of Special Elements used in an SQL Command

('SQL Injection’)
OWASP Top 10 A03:2021 - Injection
R MEDIUM
1z 1 &Fr
TR EVREOXFI % find() ITELTWET, ENIRT—TEnd LS. £HEDOEF ([Posttitle’ => $title])
lCLTLIEE LN,

src/Controller/PostsController.php:22

$found = $this—>Post->find('all', ['conditions' => "Post.title = '$q'"]);
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1.5

1-2 BIEfE. > 7). £F5EW Security.salt (& |
JL—=IL cakephp2-config-salt
I & =
CWE CWE-1188: Initialization of a Resource with an Insecure Default CWE-330: Use of

Insufficiently Random Values
OWASP Top 10 A02:2021 - Cryptographic Failures
= HIGH
1z 1 &R
Security.salt . EHEEOBEENRF 21 XY MDY Y FILDE. Ficld 32 XEXRBE T, /\v Y1 PELZUIE
(7A—LD =D Vi3E) ZETEET, SECURITY_SALT (T 32 /N1 MULED T VS LREZFZE LT RS,

config/core.php:3

Configure::write('Security.salt', 'DYhG93b@qyJfIxfs2guVoUubWwvniR2GOFgaC9mi');
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1.5

1-3 Model:query() ICZE#HZ2L SQL B
JL—IL cakephp2-query-concatenation
Y2y =
CWE CWE-89: Improper Neutralization of Special Elements used in an SQL Command

('SQL Injection’)
OWASP Top 10 A03:2021 - Injection
MR MEDIUM
1z 2&E P
EYeaVXFIITHAI T2 SQL % Model:query() ISELTWE T, query() DEDESI ($this->Model-
>query(... WHERE id = ?', [$id])) D\ FREDECFIZES find() [ LT IEE W,

src/Controller/PostsController.php:19

$posts = $this—>Post->query("SELECT * FROM posts WHERE title LIKE '%" . $q . "%'"

©

src/Controller/PostsController.php:20

$more = $this—>Post->query("SELECT *x FROM posts WHERE id = $q");

5/13



BMN7 7 r—avtEFa VT T AMNREE acme/app 2026-10-17 10:05 517

1.5

1-4 UJIAPDETEELcE2—PILXAY (% |
JL—=IL cakephp2-render-request
Y2y =
CWE CWE-22: Improper Limitation of a Pathname to a Restricted Directory ('Path

Traversal')
OWASP Top 10 AO01:2021 - Broken Access Control
MR HIGH
1z 1 &R
U7 IX b DfE% render() ¥ element() ICELTWET, NXZzEHZE, EDOTYTL—FTHRRTEXT, i
AL 2 —D—BICHIGIE TS W,
src/Controller/PostsController.php:39

$this—>render($this->request->query('page'));
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1.3

1-56 UV IXDFED unserialize() B
JL—=IL cakephp2-unserialize-request
I & =
CWE CWE-502: Deserialization of Untrusted Data

OWASP Top 10 A08:2021 - Software and Data Integrity Failures
e HIGH
&) 1 &R

I ITZKNDE% unserialize() ICELTWED, EQVZRADAT I I MNTHEESNET, json_decode() lcLTK
EEW,

src/Controller/PostsController.php:46

$data = unserialize($this—>request—>data('payload'));
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2.5

2-1 BIE(EXcIZY > TILD Security.cipherSeed [ |
IL—=IL cakephp2-config-cipher-seed
Y &7 F
CWE CWE-1188: Initialization of a Resource with an Insecure Default

OWASP Top 10 A02:2021 - Cryptographic Failures
e HIGH
&) 1 &R

Security.cipherSeed h'. BEHROBREBNRF 1 XY hOY > FILDETT, CookieComponent @ 'cipher' Tf&E
k9, SECURITY_CIPHER_SEED Ic 5 v ¥ L73#%%E L. Cookie Z 'aes' IcBBLTLZE L\,

config/core.php:4

Configure::write('Security.cipherSeed', '76859309657453542496749683645');
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2./

2-2 'cipher' THES{bL L7 Cookie [ |
JL—=IL cakephp2-config-cookie-cipher
YRy &
CWE CWE-327: Use of a Broken or Risky Cryptographic Algorithm

OWASP Top 10 A02:2021 - Cryptographic Failures
e HIGH
PR 1 &R
CookieComponent h' 'cipher' THES{t L TWLWE T (Cookie.type HVEREREMD 'cipher'), 'cipher' [3Z&£TIEH D £t

ho Cookie.type % 'aes'. Cookiekey Z 32 /X1 MU ED T V& L&, Security.useOpenSsl % true [c LTL £
=12

config/core.php:5

Configure::write('Cookie.type', 'cipher');
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2. /§

2-3 UYIZXRDEADUFILY L B
JL—=IL cakephp2-redirect-request
Y2y H
CWE CWE-601: URL Redirection to Untrusted Site ('Open Redirect’)

OWASP Top 10 AO01:2021 - Broken Access Control
e HIGH
&) 2 Ffr

VI IR NDEZ redirect() ICELTWET, JL—MDEFID Routerzurl() mETTF PV or—2 3 Y ARDINRICTES
DAL RT3, URL ZEHFAIY R N THEANH T EEZ W,

src/Controller/PostsController.php:29

return $this—>redirect($this—>request—>query('url'));

src/Controller/PostsController.php:34

return $this—>redirect($this->request—->datal'Post']['url'l]);
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2./

2-4 CSRF Y7 A—LHSADF v I DEML [ o ]
L—=IL cakephp2-security-csrf-disabled
YR &
CWE CWE-352: Cross-Site Request Forgery (CSRF)

OWASP Top 10 AO01:2021 - Broken Access Control

e MEDIUM

5]z 2R
SecurityComponent @ CSRF OF x vV, L@ 74 —LDRSADF v 7 ZENICTLTVET,
unlockedActions R E T, RERF VY 3 VIEZIFEMICLTILI W,
src/Controller/PostsController.php:12

$this—>Security—>csrfCheck = false;

src/Controller/PostsController.php:13

$this—>Security—>validatePost = false;
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2./

2-5 Ea1—7Th() ZBILHVWEHOEN (e |
JL—=IL cakephp2-view-unescaped-output
YRy &
CWE CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site

Scripting’)
OWASP Top 10 A03:2021 - Injection
MR LOW
1z SEFr
E1—TZEHZ h() ZBSTICHEALTWET, h() TTRT =TI TRT =TI ENN—ZH>TIREL,
templates/Posts/edit.ctp:10

<div><?= $body_html ?></div>

templates/Posts/edit.ctp:12

<p><?= $summary ?></p>

templates/Posts/index.php:2

<p><?= $title ?></p>

templates/Posts/view.ctp:2

<div><?= $post['Post'] ['body'] ?></div>

templates/Posts/view.ctp:3

<p><?php echo $post['Post']['summary']l; ?></p>
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2./

2-6 ZTHZEEULR Xml:build() (e |
JL—=IL cakephp2-xml-build-variable
YRy &
CWE CWE-918: Server-Side Request Forgery (SSRF)

OWASP Top 10 AT0:2021 - Server-Side Request Forgery (SSRF)

MR MEDIUM

5]z 1 &P
Xml:zbuild() ICEHZELTWET, D URL YRG5, ZORIHFmMATNETT, XML OXFFICF
[readFile' => false] ZEL. Y7 IXMDEIFEIHRWVNTLIZE L,

src/Controller/PostsController.php:44

$xml = Xml::build($this—>request—>data('xml'));
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